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DISCLAIMER
By downloading this toolkit, you agree to the following:
The information, forms and templates (“Information”) contained in this toolkit are for general information purposes only. Whilst we endeavor to keep the Information up-to-date and correct, we make no representations or
warranties of any kind, expressed or implied, regarding the completeness, accuracy, reliability, suitability of the Information for any purpose. Any reliance you place on the Information is therefore strictly at your own risk.
Further this toolkit and the website is provided on an “as available” basis. In no event will IHRP will be liable for any loss or damage, including, without limitation, indirect or consequential loss or damage arising from, or in
connection with the use of the Information or this Toolkit or any material contained on the website.
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Business and people priorities
STRATEGIES FOR THE NEW NORMAL

PEOPLE
STRATEGY

BUSINESS
STRATEGY

BUSINESS
PROCESSES

1. Well-being
2. Leadership
resilience
3. Talent attraction
4. Talent development
5. Talent retention
6. Employee
engagement

7. Company culture
8. Employer branding
9. Competitive advantage
(business transformation &
innovation)

10. Business continuity
(diversity, localization & new
business opportunities)

11. Work function
(changes to policies &
processes)

12. Productivity
13. Technology
adoption
(digitalization, use of
big data, IoT etc)
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Business Strategy
Toolkit
Company
culture

Business
continuity

Competitiv
e
advantage

Employer
branding
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Tips on toolkit
To start, you can navigate around the

content page to get to the respective
section that you wish to access.

To go back to the content page, click
on the home icon on the top right
corner of every page near IHRP icon.

Click on any italicized / underlined text
to go to the reference page
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Business Continuity toolkit
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Business Continuity
In the world after Covid-19 as we emerge through the crisis
The drastic impact from COVID-19 has driven a paradigm shift and will continue to transform the way businesses operate over
the coming months. Although the crisis has introduced unprecedented challenges, it has also formed a silver lining as the
catalyst for change for many organizations.
This toolkit has been designed to formulate a robust business continuity plan that allow organisations to continue their
operations amidst uncertainties.

This toolkit includes the following material:

Purpose & Benefits of Business Continuity

Six-Step Business Framework to build an effective Business Continuity Plan

Case study, Sample templates and Guiding questions for practical application
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Purpose & Benefits
This toolkit is targeted at business leaders and HR leaders alike, as they prepare for the new normal post
pandemic. We recognize that most businesses will be fighting hard focusing on immediate priorities as
they battle through a pandemic and the resultant economic turbulence. As a result, they may not be able
to pause, look ahead and plan for future.
Business continuity plans have formed essential part of business especially during crisis period. Threats,
disruptions and disasters can lead to a loss in revenue and higher cost, which in turn can affect
profitability. A proactive plan will create positive impact on the business in three different areas:
-

The business will be in a better position to manage unexpected situation.

-

The business will have a way forward plan to continue providing acceptable service during the
disruption period.

-

The business will be better to preserve its corporate reputation, image and management team.

With an effective BCP implemented, your organization can minimize disruptions to your operations and
ensure business remains competitive advantage during such crisis.
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Business Continuity
A Business Continuity Plan (BCP) is a process that outlines the potential impact of the disruption situations,
develop policies to respond to them and helps business recover quickly so they can function in the new
normal. Business Continuity Plans are complex and vary from company to company.
• Policy, Purpose and Scope

• Goal and Objectives
• Key roles and responsibilities
• Risk management plan
• List of tasks require to keep operations going

• Details of where to go during emergency
• Information of data backup
• Contact information of management personnel

The above diagram shows an example of what a Business Continuity Plan may consist of.
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Business Continuity framework
1. Form
Business
Continuity
Team
6. Test and
Assess
Business
Continuity
Plan

5. Planning
and
Development

2. Conduct
Risk
Assessment

Business
Continuity
Plan

3. Conduct
Business
Impact
Analysis

4. Implement
of Recovery
Strategies

This is a six steps framework that focuses on building an effective business continuity plan
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Step 1 - Form Business continuity team
The business continuity team is formed to strategize, implement and execute the business
continuity plan. The makeup of your team is dependent upon the size of your company and how
you plan to roll out the program. Every organisation is different but in general, your business
continuity team should at least have one representative from each department.

1. Form
Business
Continuity
Team
6. Test and
Assess
Business
Continuity
Plan

2. Conduct
Risk
Assessment

5. Planning
and
Development

3. Business
Impact
Analysis

4. Implement
of Recovery
Strategies

The team members will identify the current and possible challenges, prepare standards for the
project, train additional team members, and implement processes to make the project flow
smoother. If your organization is medium or large in size, you may include additional personnel
on the team and disperse responsibilities accordingly.
Questions to consider
1) Have you identified your Business Continuity Team members ?
2) Do you have at least one member from each department ?
3) Have you list out key roles and responsibilities of each team member ?
4) Has the team established the objectives of Business Continuity Plan ?
Supporting Materials:
Appendix 1 : Guide to creating a business continuity plan
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Step 2 – Conduct risk assessment
The second step of business continuity planning is understanding the operational, financial
and physical risks to your company should a disruption occur.

1. Form
Business
Continuity
Team
6. Test and
Assess
Business
Continuity
Plan

2. Conduct
Risk
Assessment

5. Planning
and
Development

3. Business
Impact
Analysis

4. Implement
of Recovery
Strategies

Engage your team to brainstorm and conduct Risk Assessment to identify the possible risks
and threats to your business. Once you’ve created a list of potential risks to your organization,
discuss how these risks could affect operations.

Steps to conduct an effective Risk Assessment:
1) Complete an evaluation of the organisation’s risks and exposures.
2) Take different business disruption situations under review and estimate the potential
impact on your business.
3) Categorize the risk based on likelihood and severity of impact to your business
4) Once the scenarios have been identified, shortlist the threat they impose on the business
and probability of their occurrence.
Supporting Materials:
Appendix 2: Risk Categorization Matrix
Appendix 3: Risk Profile – Self Assessment Template
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Step 3 – Conduct Business impact analysis
The business impact analysis is a great start to help organisations to identify the impact of the
disruption to your business and will facilitate making decisions that are in the best interest of your
organisation.

1. Form
Business
Continuity
Team

Risks, threats and potential loss scenarios regarding operations, financial performance, employees
and supply chain will be identified and outlined.

6. Test and
Assess
Business
Continuity
Plan

2. Conduct
Risk
Assessment

5. Planning
and
Development

3. Business
Impact
Analysis

4. Implement
of Recovery
Strategies

Steps to conduct an effective Business Impact Analysis:
1) Design a questionnaire to help gather information for each business unit and compile the
findings. Focus on the following areas:
- Identify critical business process and priorities them
- Identify key systems, equipment's & applications associated with the critical business processes
- Identify potential impact if a disruption occurs and associated recovery time
- Identify interdependence associated with organization, its processes and stakeholders.
2) Analyse, evaluate and confirm the data gathered. If required conduct follow up interviews.
Supporting Materials:
Appendix 4: Business Impact Analysis Questionnaire
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Step 4 – Implement of recovery strategies
Knowing risks to your organisation is important but knowing how to react and recover is essential
to bouncing back after an unanticipated event. This step identifies recovery strategies for your
business.

1. Form
Business
Continuity
Team
6. Test and
Assess
Business
Continuity
Plan

2. Conduct
Risk
Assessment

5. Planning
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Analysis
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of Recovery
Strategies

Steps to draft out Recovery Strategies:
1) Identify and highlight resources requirement, which you can achieve with the help of your
business impact analysis.
2) Conduct a gap analysis to identify the cracks between the existing capabilities of the
organisation and the recovery requirements. A gap analysis identifies a company’s recovery
requirements versus its current resources.
3) Research Recovery Strategy options that are suitable for your business.
4) Shortlist Recovery Strategies and present to senior management for approval.
Supporting Materials:
Appendix 5: Recovery Planning Template
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Step 5 – Planning and development
The planning phase is in a rigorous and meticulous development of strategies to clearly define the
approach that the organisation is adopting. While the development phase will involve the insights
from different key employees of different departments before sending to the management for
approval to ensure the plan is align with the organisation goals.

1. Form
Business
Continuity
Team
6. Test and
Assess
Business
Continuity
Plan

2. Conduct
Risk
Assessment

Steps to draft out Planning and Development:
1)
2)
3)

5. Planning
and
Development

3. Business
Impact
Analysis

4)
5)

Establish a framework for the Business Continuity Plan
Engage a execution team to ensure the development and implement is execute successfully.
Document a standard procedure for Business Continuity and IT recovery during any disruption
of service.
Develop and document a manual workaround to the initial plan.
Once completed, assemble the plan and get it approved by the senior management before
implementation.

4. Implement
of Recovery
Strategies
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Step 6 – Test and assess BCP
Testing of the Business Continuity Plan is the only option to ensure it is effective and create
opportunity to identify potential gaps and provide insights to improve for the better.

1. Form
Business
Continuity
Team

Steps to draft out Planning and Development:

6. Test and
Assess
Business
Continuity
Plan

2. Conduct
Risk
Assessment

1)
2)

3)
4)
5. Planning
and
Development

3. Business
Impact
Analysis

4. Implement
of Recovery
Strategies

Create testing and implementing requirements, followed by developing maintenance
standards.
Conduct training for the Business Continuity Team along with orientation exercise to help
them familiar with the processes
After conducting tests, document the results obtained from testing.
Include any lessons learned from testing and exercises in your Business Continuity Plan to keep
it updated and reliable for future use.

Supporting Materials:
Appendix 6: Business Continuity Quiz
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Case Study
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Case Study
We spoke to several HR professionals to get an overview of how companies in Singapore dealt with the pandemic and how prepared they are now in terms of
their Business Continuity Plans.
A lot of the SME’s or small company’s we spoke to had no formal BCP plan or had a very basic plan prior to Covid19. For these firm’s, the starting point was to try
and survive the initial shock of Covid19. The approach was to ensure that the critical units can function, and employees are safe. But once things settled, they
embarked on the journey of creating a robust BCP for the new normal.
Below is an overview of some key considerations, challenges and advice that was shared.

Key Considerations for an effective BCP:
Most HR professionals, talked about the need to understand the critical business process and units. It is important to understand the different needs as well as
the exceptions and these can make an effective BCP.
Continuous engagement was another factor that was highlighted. It is important engage not only with internal stakeholders but external stakeholders and
vendors as well. There will be dependencies and it is only through discussion with the different parties involved can a holistic view of the business needs can be
arrived at.

Taking into consideration the existing IT & collaboration tools and figuring out the gaps was found to be very useful by the companies. IT companies for most
companies had a crucial role to play through the process. Getting them involved early is key.
Most companies had thought of different eventualities but post Covid19 it was realized that there were gaps. Hence it is important to conduct a complete
business impact analysis (BIA) to identify potential threats and its impact.

Financial Planning and reserve was found to be key for a lot of SME’s. There should be enough reserve to ensure that any unknow situation can be dealth with
without reliance on aids and loans. Hence as part of the BCP, financial and operational readiness needs to be measured robustly.
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Case Study
Challenges:
When we talked about challenges a common theme was the challenge or resistance that HR faced. The business unit leaders did not understand the government advisories and the
associated protocols. It was all perceived as a blocker to the day to day functioning of their business.
Lack of IT infrastructure to facilitate remote working was another issue that companies faced at the start. This coupled with culture of the company around flexible working made
remote working not so attractive for most managers. There was a preconceived notion of such arrangements not being productive.
Although there were support available, for some smaller SME’s the main problem was some of the toolkits and support are not tailored to their needs. For a lot them the main
challenge was the key man risk and how do they manage that.
Operational readiness for the ever increasing regulatory and government defined protocol was another challenge. There was so much changing so fast
that being on top of all the information was one of the main tasks to start of with.

Advice on dealing with these challenges
Most professionals we spoke to talked about having an open mind. There was a lot unknown and line of responsibility between departments was blurred. HR can play an important
role in bringing everyone together in the journey.
Keeping everyone updated and explaining the implications is important. Help the busines understand the risks to the business and the employees.
There will be a need to find innovative ways of dealing with the resistance from the business. Involving the business leaders is an effective
was of handling this challenge. Form committees and involve people so that there is accountability. There may be no immediate solutions but getting people to talk about the issues
is a good start.
Communication is an important part of BCP and HR can play an important role here. It is important to have clear communication across all levels of the organization. Different
modes can be used like team huddles, emails, banners and sms/video messages.
Another important aspect for HR is support for line managers – it may be a new experience for many of them. HR can help by drafting communication, joining team meetings to
19
support and also scripting communication for the line manager conversations.

Case Study
Ongoing management
Most companies believed that this is not a one-time process. As we return to the new normal it is important that the BCP is continuously reviewed and
managed.
HR can play an important role in keeping the business updated with knowledge of relevant changes and government advisories.
Complacency is what needs to be avoided. Hence testing and doing different stimulation exercise should be built in an important part of the process. One of
the companies mentioned how spot checks helps to keep things in review.
Ongoing training and communication is important to re-inforce and embed the BCP culture in an organization. All staff must be made aware of the BCP
through such training program.
An interesting tip that was shared in one of the conversations was getting information bottom up – use your employees on the ground to feedback on the risk
and ongoing issues. Committees can be formed with employees on the ground to feedback on the BCP as part of the review process. Such activities can
highlight risks which otherwise may not be discovered. Similarly senior management should immediately highlight any potential risk or threat that in a timely
manner.
Having an effective evaluation criterion is key to measuring the robustness of the company’s BCP plan.

Conclusion:
The new normal makes it imperative that companies learn to deal with fluid situation and the only way to do this is to continuously evaluate, assess, fix and
embed the BCP.
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1. Guide to create your Business Continuity Plan
1. COVER PAGE

3. COMPANY INFORMATION

5. BUSINESS CONTINUITY STRATEGIES

Organization's name and logo

Company name

Introduction

“Business Continuity Plan” Title

Name and contact information of
Business Continuity Manager (BCM)

Business function recovery priorities

Version Number
Date of most recent version
2. TABLE OF CONTENTS

Company information

Departments
Number of staff
Minimum number of staff
Issue and review date

Introduction

Relocation strategies
Alternate Business site
Recover plan phases

Backup and protection of Vital records, files and
forms
Online access to the organisation systems

Business Continuity Strategies

4. INTRODUCTION

Incident Response Protocols

Objectives, Purpose, Scope, Policy

Critical Task to Business Resumption

Strategy

6. INCIDENT RESPONSE PROTOCOLS

Plan specifications

Maintenance of the plan

Disaster declaration procedures

Recovery Team

Plan testing procedures

Crisis management team information

Recovery Procedures

Plan training procedures

Emergency notification procedures

Appendices

Plan distribution list

Emergency contact information

Communication strategies
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1. Guide to create your Business Continuity Plan
7. CRITICAL TASKS TO
BUSINESS RESUMPTION
Details of critical tasks

8. PLAN SPECIFICATIONS
Hardware and software
requirements
Office equipment inventory
Vital records inventory
Vendor Contacts
Insurance information
Testing procedures
Training procedures
Maintenance procedures

9. RECOVERY TEAMS

10. RECOVERY PROCEDURES

11. APPENDICES

Purpose and objective

Purpose and objective

Alternate site accommodations information

Recovery team descriptions and
responsibilities

Recovery activities and tasks
- Disaster occurrence
- Plan activation
- Alternate site operations
- Transition to primary
operations

Alternate site recovery resource requirements

Team contact information
- Administration Team
- Building Management Team
- Business Continuity
Coordinator
- Emergency Response Team
- Finance and Purchasing
Team
- Human Resource Team
- IT Recovery Team
- Legal Team
- Operations Team
- Risk Management Team
- Safety and Security Team
- Communication Team
Recovery team assignments

Network diagrams and
related documents

Minimum number of staff

Employee lists

Issue and review date

Alternate site transport information
Business Impact Analysis
Computer System reports
Critical software resources
Desktop computer configurations
Emergency operations center locations
Employee telephone lists
Forms and supplies
Recovery priorities for critical business functions
Recovery tasks lists
Severity impact assessments
Vendor list and Vital records
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2. Risk Categorization Matrix Template
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3. Risk Profile – Self Assessment Template
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3. Risk Profile – Self Assessment Template
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3. Risk Profile – Self Assessment Template
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3. Risk Profile – Self assessment template
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3. Risk Profile – Self assessment template
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3. Risk Profile – Self assessment template
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4. Business impact analysis questionnaire template
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4. Business impact analysis questionnaire template
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4. Business impact analysis questionnaire template
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4. Business impact analysis questionnaire template
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4. Business impact analysis questionnaire template
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5. Recovery plan template
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6. Business Continuity Quiz
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6. Business Continuity Quiz
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6. Business Continuity Quiz
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6. Business Continuity Quiz
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Sources
5-Step Guide to creating a business continuity plan that works
https://facilityexecutive.com/2019/11/5-step-guide-to-creating-a-business-continuity-plan-that-works/

Prepare for the worst with an effective business continuity plan
https://medium.com/@mahzeb/prepare-for-the-worst-with-an-effective-business-continuity-plan-1ccd5de4c99e

The six-step Covid-19 business continuity plan for SMEs
https://www.ilo.org/wcmsp5/groups/public/---ed_dialogue/---act_emp/documents/publication/wcms_740375.pdf

Risk Assessment Matrix template
https://chacc.co.uk/wp-content/uploads/2020/04/Risk-Assessment-Matrix-BRANDED.pdf

Business Continuity Quiz
https://www.rockdovesolutions.com/blog/is-your-organization-prepared-find-out-with-a-business-continuity-quiz
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Business strategy toolkits master
Scan here to access all toolkits

IHRP Connect*
*For IHRP certified professionals only

IHRP website
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Thank you
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